Hudng Dan Danh Cho Phu Huynh Vé  ECPATZ
Nan Boc Lot Tinh Duc Truc Tuyén Va
Buon Ngudi Trong Pai Dich COVID-19

Dai véi cdc bac cha me, cham sdéc gia dinh trong thdi ky dai dich cling ¢é nghiia 1a quan ly su khéng chac
chan va so hai, két hop vdi su bat an vé tai chinh, bénh tat hodc su dau budn. Céc bac cha me dang cé gang
bado vé con cdi cla chung ta, va viéc gill an toan cho gia dinh minh ciing déng nghia vdi viéc dam bao tré
dang thuc hanh cac théi quen an toan khi st dung mang Internet. Cho du dd la tham gia cdc I8p hoc truc
tuyé&n hay gill lién lac véi ban be, hdu hét tré em dang danh nhiéu thai gian hon trén may tinh, dién thoai di
déng va thiét bi choi game, diéu nay ciing déng nghia vdi viéc gia tdng nguy ca bi Igi dung trén mang. Mac
du Internet 1a chét xic téc tich cuc cho su d6i mai, nhung chua bao gid nhiing ké budn ngudi lai dé dang
che gidu danh tinh, ti€p xdc vdi tré em, chup anh chung va kiém Igi tir nhiing hinh anh lam dung tinh duc
nay nhu bay gid. Hudng dan nay nham gidi thiéu cho phu huynh céc cong cu dé ddm bao rang con céi clia
chung ta luén dudc an toan khi sit dung mang Internet.

Boc Lot Tinh Duc Online La Gi?

Bdc 16t finh duc truc tuyén bao gdm thu thap, phat truc tiép, tiéu thu tai liéu lam dung tinh duc tré em
(trudc day goi la “ndi dung khiéu dam tré em”), ép budc va téng tién tré em vi muc dich tinh duc.

Grooming

Grooming 1a qua trinh ma nhiing k& budn ngudi st dung dé chi€ém dugc long tin thAm chi ca tinh yéu
clia nan nhan, nham kiém soét va bdc 16t tinh duc chidng. Nhiing ké budn ngudi tim trén internet dé

tim ki€m nhiing dda tré bay td6 mong mudn dugdc két ndi. Khi xdc dinh dugc muc tiéu, ké budn ngudi

s& bat dau qua trinh “grooming” bang céch xay dung long tin va tinh ban ma trong tdm tri tré em. Tuy
nhién, déi véi ngudi “grooming”, théng tin cd nhan cla dua tré, ham muén va ndi so hai la nhiing thd dé
Igi dung dda tré dé. Nhiing nan nhan dd mé ta bi 16i kéo bdi nhiing k& budn ngudi bdi vi ho nghi rang
dd 1a nhitng ngudi duy nhat thuc su yéu va hiéu ho. Day khéng phai 1a mét su tinh ¢ - nhiing k& budn
ngudi thuc t& d3 trao ddi véi nhau vé cdch thu phuc va gai bay nan nhan cla ho.

Grooming la mét kY thuat chinh yéu clia nhitng ké budn ngudi, nhiing phuang phéap cé dién théng dé
gianh dudc long tin clia mét ngudi tré tudi cd thé mat vai tuan, vai thdng, thdm chi nhiéu nam. Vi sy
phét trién cla x3 hoi, phuong tién truyén théng va tro chdi truc tuyé&n, “finh ban” 4o mdi da cat giam
dang ké lugng thdi gian can thiét dé két néi va kiém soat mot ngudi tré. Viéc tré em bi I6i dung dé bdc
16t finh duc truc tuyé&n dién ra chi trong vai phdt.

Catfishing

Catfishing 1a khi mét ngudi tao mét nhan dang do dé Iia ngudi khac tin rang ho muén mét méi quan
hé, déi khi 1ang mang. Ngudi “catfish” xem nan nhan tiém nang dang nhiing gi Ién trén céc trang mang
x3 hoi vi du nhu Facebook, Instagram or SnapChat, ..., nham tim cach t6t nhat dé diéu khién nan nhan.
Ho cé thé dé lai nhiing I8i hida gid nhu lam ngudi mau, di du lich, tré nén néi tiéng hodc dudc nhan tién.
Dabi v38i nan nhan, ngudi ban méi nay c6 thé tréng nhu mét gidc ma thanh hién thuc, mét ngudi rat quan
tdm tSi nan nhan, cho téi khi né trd thanh con ac méng.
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Catfishing ciing ph6 bién trén céc trang web va Uing dung trd chdi cung cdp céc tly chon trd chuyén,
chang han nhu Minecraft, Fortnite va Discord. Tuy thudc vao tro chai (va céc hé théng trd chai nhu
Xbox hoac Playstation), ngudi chaoi cling cd thé néi chuyén véi nhau thédng qua tai nghe. K& sdn mdi ¢
thé déng giad 1a mét ngudi cuing tudi véi muc tiéu, bat chuyén va dan dan tao long tin, hy vong ¢cé dudc
nhiing buc anh va video khiéu dam cua dua tré.

Sexting

Sexting la hanh déng gUi nhiing hinh anh ho&c tin nhdn goi duc dén cho ngudi khac. “Sexting” c6 thé xay ra
gilta mot dua tré va moét ngudi la, nhung nd cling xay ra véi nhiing ngudi ma dida tré biét, bao gém ca nhiing
dua tré khac. Céc gidng vién vé Ida tudi thanh thiéu nién clia ECPAT-USA d3 nhan thay rang viéc gui tin
nhan tinh duc da trd nén binh thudng & Ita tudi thanh thi€u nién, nhiing ngudi coi dé nhu mét hinh thic tan
tinh. Tuy nhién, mét khi moét hinh anh dudc dua Ién mang, sé rat khé, néu khédng mudn ndi 1a khong thé, aé
g8 bo. Trong mét xu hudng dang lo ngai, mét s6 thanh nién dé tao tai khoan mang x& hoi cé anh khoa than
clia ban cling I8p, trong khi nhiing ngudi khac da ban anh cho cédc ban hoc, khién nan nhan phai chiu dung
su lam nhuc. Sexting cling cé nhiing hau qua phap ly nghiém trong. Viéc mét cd nhan tao, phat tan hoac
xem tai liéu lam dung tinh duc tré em la pham t6i, ngay ca khi nguai dé la tré vi thanh nién.

Sextortion

Sextortion la mét hinh thiic t6ng tién truc tuyén. N6 xay ra khi mot ké “catfish” hoac nhiing ké lam
dung tinh duc khdc de doa phét tan hinh anh tinh duc ctia nan nhan néu nan nhan dé khéng déng y
gUi thém nhiing hinh &nh khac. M6t dda tré da bi thuyé&t phuc glii mét hinh anh cé thé bi ép budc gui
nhiéu hinh anh khdc, bao gém ca video cé hanh vi tinh duc, do s¢ ban bé va dac biét 1a cdc thanh
vién trong gia dinh phat hién.

Revenge Porn

Revenge porn, dugc biét dén chinh xdc hon Ia lam dung tinh duc dua trén hinh anh, xay ra khi ai d6 chia
sé coéng khai nhiing hinh anh riéng tu chi danh cho nhiing ngudi trong mé&i quan hé dé - thusng la sau khi
chia tay. Trong chuong trinh dao tao tai trudng hoc ciia ECPAT-Hoa Ky, nhiéu hoc sinh da bao rang bi ban
trai hoac ban gdi cli kiém soét dudi hinh thic lam dung nay. Khéng giéng nhu sextortion, revenge porn
cd thé khéng yéu cau nan nhan lam thém bét cd diéu gi - ké lam dung chi mudn “triing phat” nan nhan.
Nhiing k& xdm hai dang tim cdch gy ra tén hai t6i da bang cdch lam nhuc nan nhan.

Child Sex Trafficking

Budn bdn tinh duc tré em xay ra khi mét ngudi dudi 18 tudi bi mua hoac ban vi muc dich tinh duc. Tré em
ciing la nan nhan clia nan budn ban finh duc khi cdc em tham gia tinh duc dé d6i 18y cdc nhu cau co ban
nhu thiic an, chd 8, su an toan hoac tién tiéu vat. Budn bén tré em la pham téi theo ca luat lién bang va tiéu
bang. Trong bét ky hoan canh nao, mét dua tré khéng bao gid duge déng y ban ddm. Nhiing ké buén ngudi
thudng la ngui I8n, nhung chiing cé thé 16i kéo nhiing dia tré khac dé ho trg viéc thu hit nan nhan. Ca
nan nhan va ké budn ngudi déu cé thé Ia nam hoac nii. Trong moi trudng hop, nhiing k& lam dung dang
khai thac su y&u dudi clia dua tré.
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Signs of Online Sexual Exploitation or Trafficking

Giai doan gian cdch x& hoi 1a mét ca hoi dé theo ddi cac chi dau vé budn ngudi va béc 16t
truc tuyé&n. Dudi day la mét s6 hanh vi can xem xét néu con ban:
1. thudng xuyén ra vao nha mac du bi cdm di lai;
2. lam viéc qua nhiéu gid cho mét “céng viéc” mdi (truc tuyén hoac & bén ngoai);
3. ¢6 dau hiéu trdm cam, lo lang hodc sg hai bat thudng, hodc dot ngdt mat tu tin;
4. biéu hién thuong tich hodc cé cdc dau hiéu lam dung khac;
5. s@ h&i nhiing ngudi cé thdm quyén;
6. nhan céc khoan tién dudc chuyén vao céc tai khoan nhu Venmo, CashApp va PayPal;
7. xdo trén thai gian ngu;
8. danh nhiéu thai gian trén dién thoai, ndi chuyén véi mét “ngudi ban” khéng xdc dinh;
9. dét ngdt thay dbi ngoai hinh hoac phong céach an mac cla ho;
10. nhé&n céc kién hang, tién, quan do hoac do trang suc;
1. dua ra nhiing giai thich khéng nhat qudn cho bat ky diéu nao & trén.
Diéu quan trong can luu y 13 khéng cé mét dau hiéu rd rét ndo dé phat hién nan buén ngusi.
Cdc chuyén gia trong linh vuc chéng budn ngudi thudng tim ki€ém nhiéu chi sé khdc nhau
khi lam viéc cung nan nhan.

Hiéu Biét Vé Cong Nghé La Trach Nhiém Cua Ban

Né&u ban 1a cha me clia mét thanh thiéu nién, rat cé thé con ban hiéu rd hon vé cdng nghé Internet so
véi ban. Diéu dd la binh thudng, nhung dé gitip bao vé ching, diéu can thiét l1a phai biét mét sé théng
tin quan trong.

Privacy Settings

Cha me nén hiéu cach diéu chinh cai dat quyén riéng tu. Cai dat mac dinh clia nhiéu nén tang la “cong
khai”, cé nghia la bat ky ngudi la ndo cling cd thé xem nhiing gi con ban dang dang. Cai dat nén dudc gidi
han cho nhiing ngudi ban d biét. G cudi hudng dan nay, ching téi da dua ra mot s6 hudng dan dé diéu
chinh cai dat quyén riéng tu cho mét sé trang web phd bién gilia tré em va thanh thiéu nién.

Limit Identifying Information

Ngoai cac buic anh khiéu dam, hay kiém tra xem con ban cé dang théng tin nhay cdm nhu sé dién thoai
di dong, dia chi, dia chi email hodc ndm sinh clia minh trén mang xa héi hay khéng. D&i vdi nhiing tré
nhat quyét dang anh, hdy cung cap cho ching céc lua chon thay th& khac nhu dat nh hé sa clia ching
thanh nhan vat hoat hinh yéu thich. Dudi day, chung t6i da cung cap théng tin vé cac cdch gidm sat viéc
st dung mang xa hoi.
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Pat Ra Céc Quy Tac V@ Vi Tri Va Cach Con Ban St Dung Mang X3 Hoi

Yéu cau tré sif dung dién thoai hodc mdy tinh xach tay & cac khu vuc chung trong nha, chdng han nhu
phong khach, dac biét la vao ban dém. Hoi ho vé ngudi ho tro chuyén cluing vdéi tén hodc sé dién thoai ma
ban khéng nhan ra. M6t s6 cha me da yéu cau con cai thém ho lam “ban b&” trong cac nhdm mang xa
hoi clia ho nhung hay luu y rang: tré em dé tao tai khodn dé cha me xem va mét tai khoan riéng cho
nhéom ban cla ching (nhiing tai khodn nay thudng dudc goi la “Finsta” “Instagram gia”).

Pat Ra Cac Quy Tac Vé Vi Tri Va Cach Con Ban Si Dung Céc Trang Mang Chai Game

Yéu cau con ban chgi trong phdng noi ban c6 thé dé mat dén chiing va nghe thay tiéng clia chung.
N&u con ban nhan dudc tin nhan ti ngudi nao dé ma chung khéng biét, hdy yéu cau chiing khéng
trd 18i hodc nhap vao b4t ky lién k&t nao cé trong tin nhan. Bdo cdo nhiing ngudi dung nay truc
ti€p cho trang web.

H&y danh thai gian khdm pha céac trd chaoi v3i con ban. Yéu cau ho chi cho ban nhiing gi ho thich vé
trd choi va quan tdm. NG6i chuyén vdi ho vé viéc dat hd so clia ho & ché& db riéng tu néu cé thé va chi
ndi chuyén véi nhitng game tha la ban ngoai ddi cla ho.

NGi chuyén vdéi con ban vé cdm xtc cla ching ma ching ¢ thé cé khi cé diéu gi dé khéng 6n. Mét s&
vi du vé su ga gdm bao gom:

1. Dan dan hudng cudc trd chuyén vé chl dé tinh duc;

2. GUi nhiéu tin nhan cho con ban trong mét khodng thdi gian ngan;

3. Yéu cau con ban gilt bi mat vé méi quan hé cla chung.

Can Than V&i Céc Yéu Cau “Ké&t Ban” Mdi

Mang Internet d& cdch mang hda kha nang két ndi clia con em chiing ta véi cdc ban déng trang IGa trén
toan cau, mét su déi mdi cé thé mang tinh gido duc va y nghiia sau sac. Dong thdi, bat c khi nao con ban
két ndi véi mét “nguisi ban mai”, s& ¢ nguy co ké dé la mét ké san moéi dét nhap vao gia dinh ban. Day
ching rang mét ngudi ban khong phai 1a ngudi ma ching mdi gap va “ban” truc tuyé&n khéng giéng nhu mét
tinh ban phét trién theo thdi gian va truc ti€p. Dam bado rang tré khéng guii yéu cau két ban dén (hoac chap
nhan yéu cau tl) nhiing ngudi ma ching chua tling gap.

Chan Va Giam St Mét S6 Trang Web Nhat Dinh

Né&u ban cdm thdy rang con minh can dudc bao vé ngoai nhiing gi c6 thé dat dugc théng qua trd chuyén
hodc céc quy tac trong nha, hdy can nhac st dung céc chuong trinh dé ngan con minh truy cap céc trang
web nhat dinh, dac biét Ia nhiing trang cé ndi dung khiéu dam. Ban cd thé dat b loc trén bat ky thiét bi nao
ma con ban s dung théng qua cdc chuang trinh va ting dung khédc nhau. D& trdnh bi 16 thong tin finh ¢3,
hdy xem xét dinh dang céng cu tim kiém cla ban sang “tim kiém an toan”.
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Néi Chuyén Véi Con Ban

ECPAT-USA da danh hang tram gid trong I8p hoc véi hoc sinh va trong khi ching toi chia sé théng tin
véi cdc em vé cdc mai quan hé lanh manh, an toan truc tuyé&n va su nguy hiém ctia buén bdn tinh duc,
ho cling da day chung téi rat nhiéu diéu. Pay la nhiing gi ching t6i d& hoc dugc tir ho:

Ki€n Thuc La Stic Manh

Trd chuyén thdng than véi con cdi cla chiing ta vé hanh vi tinh duc 1anh manh va khéng lanh manh [a diéu
can thiét dé bao vé ching. M6t s& nan nhan budn ban tré em cho biét bi ké gian IUia Vi ho chua bao gid thao
ludn vé tinh duc vdi gia dinh. Ngoai ra, nhiing ké buén ngudi nhdm muc tiéu dén nhiing tré em d4 tling bi
lam dung tinh duc va khéng hiéu rd vé ranh gidi cia finh duc.

DPEé Y Téi Ban Be

Khuyén khich tinh ban 1au dai va cé Igi cho con ban khi chiing I8n 1én. Péng thdi, dé phong nhiing méi quan
hé ban bé mdi. Lam sao con ban biét ngudi nay va théng tin dé dugc xdc nhan nhu thé nao? Ho I8n hon
hodc chia tdch con ban véi nhdm ban binh thudng ctia ching? Ho dang dua ra nhiing cd hdi cé vé khong
thuic t&? H3y cho ho biét rang nhiing ké budn ngudi dac biét c6 gang thu hit cdc cé gdi va chang trai tré
bang nhiing 13i hiia vé mét cudc séng tét dep han, su quan tdm va tinh yéu thuong.

Tao M6t Khoéng Gian An Toan

So “gap rac réi” 1a yéu té chinh khién tré quyét dinh trdnh tim kiém su gitip d8. Ké “catfish”, nhiing ké budn
ngudi va nhiing ké Igi dung khac biét diéu nay, va mét dua tré thusng sé bi lam dung tinh duc kéo dai hon 1a
bi cha me phat hién. Néu con ban da gui nhiing bai dang cé néi dung tuc tiu, hdy binh tinh va ting hé. Con
ban cé thé 1a mét nan nhan cla t6i pham va can su ho trg va bao vé clia ban chi khéng phai su chi trich hay
trung phat.

Théng Tin Hiiu ich Cho Phu Huynh

Né&u ban thay cdc dau hiéu nghi van va nghi rang mét dda tré cdé thé 1a nan nhan cla nan budn ngudi, hay
goi cho Pudng day néng Chéng budn ngudi Quéc gia theo sé 888-373-7888.

NCMEC (National Center for Missing and Exploited Children) - 1-800-THE-LOST
NCMEC’s CyberTipline 1a hé théng béo cdo tap trung clia quéc gia vé tinh trang bdc 16t tré em truc tuyén.

National Human Trafficking Hotline - (888) 373-7888 or text 233733
Trang nay cling cung cap cdc cudc trd chuyén truc tuyén. Tat ca déu cd san 24/7 bang ti€ng Anh va tiéng Tay Ban
Nha, hodc bang 200 ngdn ngii khac théng qua théng dich vién.

Pé biét thém cdc cong cu va théng tin, hdy xem trang tai nguyén trén trang web cla ching téi. Dé tim
hiéu thém vé céch trao quyén cho thanh nién trd thanh nhiing ngudi ing hd chéng lai nan budn ngudi
trong cdng déng clia ho, hay truy cap trang chuang trinh Thanh nién Chéng budn ban tré em (Y-ACT) clia
ECPAT-Hoa Ky trén trang web cua ching toi.


https://www.ecpatusa.org/youtheducation
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Cach Thay Do6i Cai bat Riéng Tu

Facebook (Mdy Tinh)
Budc 1: Dang nhap tai khoadn Facebook bang
s6 dién thoai / email va mat khau.

Email or Phone Password

Budc 2: Nhap vao miii tén menu kéo xuéng & gdc
trén cung bén phai. Chon “Settings”

Manage Groups
Advertising on Facebook

Activity Log
Hews Fead Preferences

Settings

Send Money

Payment Histery

See New Facebook

Budc 3: Chon “Privacy” trén thanh bén trai
va ban s& dudc chuyén dén tai khoan cai dat
quyén riéng tu ndi ching cd thé dudgc diéu
chinh theo y muén.Facebook Messenger

o Gonera Privacy Settings and Tools

Your Activity riond Edit

Facebook Messenger

Budc 1: Sau khi dang nhap vao tai khoan bang

s@ dién thoai / email va mat khau trén Ung dung
Messenger, hdy nhan vao biéu tugng hod so & géc
trén cung bén trdi va chon “Messaging Settings”.
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Budc 2: Chuyén thanh dé chi nhiing ngudi dugc
chi dinh m&i cé thé trd chuyén vdi ban va tat ca
cac tin nhan khéc s& bi chuyén thanh thu rac.

4 Messaging Settings

People with your phone number O




Instagram (Ung Dung)
Budc 1: Dang nhap vao tai khoan Instagram bang
tén ngudi dung / email va mat khau.

Instagrom

Forgot password?

1 Log In with Facebook

Budc 2: Chon Menu & gdc trén cung bén phai cla
ung dung va chon “Settings”™ “Privacy”.

< Settings

+2, Follow and Invite Friends
D Your Activity
Q Notifications

@ Business

C} Settings
“T) Archive
d]] Insights

D Your Activity

ﬁ Privacy
©) security
& Payments

& Ads

Budc 3: Ban s& dudc chuyén dén cai dat quyén
riéng tu cla tai khodn, nai chiing ¢d thé dugc diéu

chinh theo y muén.

Q) comment ts

(2] 7ags

) Story

8, Activity Status
Connections

& Account Privacy
Q) Restricted Accounts
& Blocked Accounts
T Muted Accounts
3= Close Friends

R Accounts You Follow
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SnapChat (Ung Dung)
Budc 1: Dang nhap vao tai khodn SnapChat bang
tén ngudi dung / email va mat khau.

&

LOG IN

SIGN UP

Budc 2: Chon biéu tugng banh rang Cai Dat & géc
trén cung bén phai.

2:35 wlILTE

v _ [ o]

Jane Doe
00

Find friends on Snapchat m

Budc 3: Kéo xuéng Menu “WHO CAN..” dé diéu
chinh ai cé thé xem hinh &nh va vij tri.

< Settings

Finish Securing Your Account

If you forget your password, you'll need a verified phone o
email to log in.

Language
ADDITIONAL SERVICES
Manage

WHO CAN..

Contact Me

View My Story

See My Location

See Me in Quick Add

SUPPORT
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TikTok (Ung Dung) ) o i i
Budc 1: Dang nhap tai khoan TikTok bang tén Budc 3: Chon “Quyen riéng tu'va An toan”.
ngudi dung / email va mat khau.

< Privacy and settings
) \
\ 9 Manage my account >
Log in to TikTok
& Privacy and safety >
2 [k Content preferences >
L 5 Balance >
.:.f 4 Share profile
@ g TikCode >
Budc 2: Chon biéu tugng Cai dat 3 gdc trén Budc 4: Ban sé dudc chuyén dén tai khoan
cung bén phai. cai dat quyén riéng tu noi chudng c6 thé dudc
diéu chinh theo y muén.
2:58 WILTET) < Privacy and safety
,Q+ Youth ~ e Private account
@youthd2 &
(o} 0 o]
lowing Followe:
Sl £l [

Ché& d6 ghép néi gia dinh TikTok-Tinh nang mdi
1. M& TikTok trén dién thoai ctia cha me va con cai.
2. Di tSi ho so, sau do di tSi cai dat (d6 1a ndt “..” 8 géc trén bén phai).
3. Kéo xudng Digital Wellbeing.
4. Nhan vao Family Pairing va chon dién thoai clia ngudi I8n hay thanh thiéu nién.
5. Ban sé& phai quét ma QR trén mét dién thoai vdi dién thoai kia dé lién két cac tai khoan.
6. Gid day, ngudi I6n cd thé truy cap cdc tinh nang bdo mat bang mat khiu clia cha me.

Link cho Cai dat quyén riéng tu va Kiém soat ctia phu huynh trén Nén tang tro choi
Ban c6 thé fim thay hudng dan tiing budc cho mét s& nén tang trd choi phd bién nhét trén céc trang web
sau (théng tin bang tiéng Anh)

May Choi Game Tro chai vdi Tinh nang Chat Phong Chat cho Game
PlayStation 3 and PlayStation 4 Minecraft Discord
Xbox One Fortnite Twitch

Steam


https://www.playstation.com/en-nz/get-help/help-library/my-account/parental-controls/how-to-use-playstation-4-to-limit-who-can-contact-you-over-plays/
https://beta.support.xbox.com/help/family-online-safety/online-safety/manage-app-privacy-settings-xbox-one
https://support.steampowered.com/kb_article.php?ref=4113-YUDH-6401
https://www.minecraft.net/en-us/article/minecraft-multiplayer-server-safety
https://www.epicgames.com/help/en-US/fortnite-c75/general-support-c81/my-epic-friends-aren-t-displaying-on-my-console-how-do-i-fix-this-a3393
https://www.twitch.tv/p/legal/privacy-choices/

